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1. Account and Application Access Requests
Employee Handbook 2026 | Printed pages 66-67

1.1 Email, domain and OA accounts

After a new employee joins, HR registers the employee information and synchronizes it to iGuomao. On first use
of the iGuomao app, the employee receives an IT resource application guide from the iGuomao Assistant and
can activate accounts and other IT resources through self-service. HR may also provide these resources through
the one-click onboarding function.

1.2 Zero Trust account

The employee or a colleague initiates OA workflow A401.2, completes the system form to request a Zero Trust
account, and submits the request for approval.

1.3 Application permissions

Use OA workflow A118 - Application System Permission Request to apply for activation, modification or
cancellation of access to HR, SAP, treasury, budget, cloud storage and other systems.

1.4 Domain account extension

Use OA workflow A401.6 - Temporary Account Workflow to extend the validity of temporary accounts, including
accounts for interns.
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2. IT Equipment, Supplies and Communication Resources
Employee Handbook 2026 | Printed page 67

2.1 Budgeted IT purchases

Use OA workflow A402 - IT Asset Procurement Service for desktop computers, laptops, printers, fax machines
and photocopiers. Project purchases must be initiated separately in accordance with the company rules for
procurement of supplies for internal use.

2.2 Keyboards, mice and USB drives

Submit a request through iGuomao - Office Supplies Collection.

2.3 Computer components and other consumables

Use OA workflow A403 - Consumables Collection for computer components and consumables other than
keyboards, mice and USB drives. Identify the responsible user for computer equipment and accessories
allocated for individual use. Consumables are issued on an exchange-old-for-new basis to avoid waste.

2.4 Communication resources

Use OA workflow A405 for telephone and fax installation, relocation and long-distance service requests.

2.5 Corporate ride-hailing

Use OA workflow A332 to activate corporate Didi ride-hailing access or change the company bearing the
expense.
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3. IT Fault Reporting and Support
Employee Handbook 2026 | Printed page 65

3.1 Computer and infrastructure support
1. When a computer fault occurs, first check that the power is on and all cables are securely connected.

2. If the fault continues, open the iGuomao app and select IT Technical Support - IT On-site Service to submit a
service request.

3. Describe the symptoms in as much detail as possible to help the service specialist diagnose the cause.

4. For email, video conferencing, telephone, printer, computer and consumable-related support, the handbook
provides the support hotline (589)8944 and specialist contacts.

3.2 Application system support

When an application error occurs, photograph the error message on the screen and record the actions performed
immediately before the error. Submit a support ticket through Mao Xiaoxing at https://itg.yqcloud.com/ so that
support personnel can investigate and resolve the issue.
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4. Computer Use, Data Protection and Network Access
Employee Handbook 2026 | Printed pages 63-64

4.1 Hardware

Employees must not move desktop computers from their assigned location, open computer cases, or remove or
replace components without approval from the Digital Management Department. Hardware changes and network
equipment relocation must be performed on site by that department's support personnel or under their
authorization.

4.2 Backup

Store important computer data on a non-system partition and back it up regularly. Store backups on USB drives,
external drives or company cloud storage. Encrypt sensitive data.

4.3 Network accounts

IP addresses are configured centrally by the Digital Management Department. Employees must not configure
them independently. An IP address is assigned automatically after successful network authentication. Use an
individual domain account to access the company network. New employees request a domain account through
onboarding; other users apply through the relevant department's OA workflow. Keep account credentials secure
and never allow another person to use your domain account.

4.4 Software and computer use

Do not install unauthorized software on company computers, including sniffing tools, P2P download software or
cryptocurrency mining software. Do not use company computers or networks to distribute pornography,
gambling, violence, terrorism, incitement to crime or other prohibited content. Do not play computer games or
watch films and television programs during working hours in a manner that disrupts the workplace. Update
system patches regularly in accordance with computer and intranet prompts.

4.5 Documents and disposal

Lock or shut down the computer when leaving the workstation for an extended period. Encrypt important
documents. Before a computer is transferred or disposed of, move important data to another reliable storage
medium, then physically delete important and confidential files or send the computer to the Digital Management
Department for technical processing.

4.6 Sending information

Do not transmit confidential electronic documents through shared folders. Encrypt them before transferring them
by removable media or email. Encrypt sensitive email content and communicate the key by telephone or another
channel. Use the company email account for external business correspondence. Do not register on public
websites or forums with the company email account.

4.7 Malware and phishing

Do not open attachments from unknown senders. Confirm internet links and files received through WeChat, QQ
or other messaging tools with the sender before opening them. Verify emails asking users to scan QR codes to
claim subsidies. Check unexpected warning emails carefully; do not click links or disclose email credentials.
Consult the Digital Management Department when uncertain. All office computers must have the
company-designated endpoint antivirus software installed, currently Sangfor EDR, and undergo regular checks
and virus scans.
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4.8 Wired and wireless networks

Desktop users authenticate with their domain account before accessing company network resources. Laptop
users connect to itg-local and authenticate with their domain account. Visitors and mobile users may connect to
itg-public for internet access; this network does not provide access to internal company IT resources.

4.9 Remote access

For business travel or home working, use the domain account to log in to the company Zero Trust service and
access the intranet. Open https://t.itg.com.cn, select User Login, and enter the domain username and password,
which are the same credentials used for OA.
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5. S-HR Personal Information Maintenance
Onboarding operation guide | Original PDF pages 12-16

5.1 Access

Complete the iGuomao and IT resource application steps first. Within three days of onboarding, accurately
complete personal information in S-HR, which supports payroll, performance, leave, attendance and promotion.
Information already fully entered before onboarding need not be entered again. On the company intranet, open
http://172.16.10.31:8080/shr in Google Chrome. If the link does not open, copy it into the browser address bar.

5.2 Sign in and open the personal file

New employees select account-and-password login. The username is the employee number and the initial
password is the last six digits of the identity document number. If a username or password error appears, the
guide also instructs trying the employee number with the password field empty. iGuomao QR-code login is also
available. Select Employee Self-Service at the upper left, then My Files - My Personal File.

5.3 Edit information

Department and position appear beneath the employee name. HR maintains Company Management Status,
Employment Relationship and Employment Contract information; employees contact their unit HR to correct
errors in these fields. For editable information, move the pointer over the relevant entry and select Edit. Select
Add for a new entry and Delete to remove an incorrect entry. If Edit does not appear, move the pointer within the
area or use Google Chrome.

5.4 Required fields and review

Blue fields are mandatory, white fields are optional and grey fields cannot be edited. Contact HR if a non-editable
field is blank. A person-shaped icon after editing indicates that HR verification is required before the change
takes effect.

5.5 Information standards

Ensure that date of birth, Party membership date, initial employment date, academic qualifications and work
experience are accurate. HR checks them against personnel files. Include all education from senior high school
onwards. Enter the major exactly as shown on the graduation certificate and the major category according to the
degree certificate. If employment under a labour contract occurred during study, record the study mode as
in-service education. Include all employment since graduation, maintaining continuous dates without overlap.
Add an unemployment entry for gaps exceeding one month. The first work experience start date must match the
initial employment date in Basic Information, based on the first labour contract. Add an unemployment entry if the
gap after full-time graduation exceeds one month. Leave the end date blank for current employment; complete
both start and end dates for all previous entries.

5.6 Supporting information

Use Project Experience to supplement employment history with significant projects, exchanges or overseas
assignments. Family information includes parents, spouse and children. Changes and validation are saved
without an additional Save action. After updating professional qualifications or technical titles, submit originals
and copies to HR for verification. The guide generally classifies graduates with junior-college qualifications or
above as cadre status, and those with secondary vocational qualifications or below as worker status; consult HR
for special cases. Contact the relevant HR team with any questions and use the employee information
completeness checklist to verify entries.
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6. Mobile Attendance and Missed-Punch Requests

Onboarding operation guide | Selected instructions from original PDF pages 22-23 and
26-27

6.1 Set up attendance

Add Check-in to frequently used applications so that it appears on the mobile workbench. Follow the iGuomao
Assistant instructions for configuring the workbench. The Check-in application is under Collaborative Office.

6.2 Check-in settings

Open Settings on the Check-in page to configure reminders and smart check-in. With smart check-in enabled,
opening iGuomao while within the check-in area can complete attendance recording without opening the
Check-in page.

6.3 Request a missed-punch correction

From the iGuomao home page, open Employee Self-Service. If it is not displayed, open More Applications and
find Employee Self-Service under Human Resources. Select Request Missed-Punch Correction, choose the
relevant period and reason, and submit. The correction takes effect after the manager approves it.

6.4 Check attendance records

Open Tian Tian Qin to view monthly attendance and verify whether the missed-punch correction has taken effect.
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