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1. IT Environment & Evidence Guide

Local operating arrangement

ITG RESOURCES FZCO does not maintain any on-site servers or a dedicated server room at its UAE office.

Employees access Group-provided internal systems over the network. Local server room inspection and maintenance

records are therefore not applicable.

The attached workbench screenshot illustrates an internal application access interface. It does not establish the hosting location or
architecture of the underlying systems. Those details remain subject to confirmation by Group IT.

Documents included

Pages 1-4: English overview and selected policy summaries for reviewer reference.

Pages 5-7: iGuoMao login guidance and account-access application procedures (Appendix A).

Page 8: Internal application workbench screenshot (Appendix B).

Pages 9-15: Seven supplied screenshots of the Group Information Security Management Regulations, in their original

sequence (Appendix C).

Policy identification

Issuer: Xiamen ITG Group Corp., Ltd.

Document reference: Xia Guo Mao Ban [2025] No. 52.

Issue date: 7 April 2025.

Scope stated in Article 2: headquarters functions and directly controlled operating entities. The document is presented

as the Group policy reference supporting the company's use of Group systems.

English sections are a working summary of selected provisions, not a certified or full translation. Original Chinese screenshots are retained
for verification. Policy requirements are distinguished from evidence of actual implementation.
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2. Account Access & Security Governance

Account access procedures

New employees: HR initiates the A401.3 (Automatic) IT Resource Provision Process. IT adds the account to the

whitelist and provides an initial password. The employee then logs in using the assigned username and password.

(Appendix A, pages 5-6)

Existing employees: Submit an A118 Application System Access Request through OA. Following IT processing,

direct password login is enabled. (Appendix A, page 7)

English interface: A request may be submitted through MiaoXiaoXing; once approved, the simpler English interface

becomes available. The notice describes direct password login without SMS verification to a Mainland China mobile

number. (Appendix A, pages 5 and 7)

Selected Group policy provisions

Responsibilities - Articles 6-9: The Group establishes information security leadership and incident-response

arrangements. The digital management department coordinates network management, information security systems,

routine security work and incident response. Relevant operating entities carry out their assigned responsibilities.

(Appendix C, pages 9-10)

Physical server room security - Article 20: Access approval and visitor registration are required; unauthorized

personnel must not enter. External computers, storage devices and software require approval and inspection. Regular

server room inspections and records are required. These are Group policy requirements; no local UAE server room is

maintained. (Appendix C, page 11)

User accounts and endpoints - Articles 46-53: Restrictions cover unauthorized remote-access tools and network

devices, personal account sharing, external-user account validity, unauthorized software, confidential files, email

attachments and antivirus checks. (Appendix C, page 13)
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3. Server, Backup & Recovery Controls

Selected English policy summary

Network security - Articles 29-35

The policy requires network monitoring, controlled access to security equipment, regular security inspections,

software patching, configuration backups, antivirus protection and controlled remote access. Server operations are

subject to auditing; audit logs are to be retained for at least 180 days. (Appendix C, page 12)

Applications and servers - Articles 36-38

Application systems are subject to security testing and account-access controls. Users are assigned differentiated

permissions, and unauthorized access is prohibited. Production rollout requires security assessment, agreed

maintenance responsibilities and appropriate testing before deployment. (Appendix C, page 12)

Data backup - Article 39

Security administrators are required to back up the data centre host systems, applications and data, and test

restoration using backup media. Application owners must define backup arrangements. In principle, recovery should

be possible to a point within the preceding month. Externally accessible websites and important internet-accessible

hosts must have regular backups of system and application data and system images. Specific requirements are to be

included in backup arrangements. (Appendix C, page 12)

Recovery safeguards - Article 40

A test environment and system recovery verification are required before system changes. Before system installation,

administrators must create a complete host backup snapshot to support timely rollback if installation is unsuccessful.

(Appendix C, pages 12-13)

Maintenance - Articles 41-45

The policy addresses server maintenance windows, physical security, antivirus protection, recording of

operating-system and host-configuration changes, approved software updates, password management, routine

inspection and verification of major changes. (Appendix C, page 13)

These clauses describe required controls. They do not establish the actual backup frequency, retention period, hosting location or
restoration-test results of the particular systems used by ITG RESOURCES FZCO.
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4. Audit Cross-reference & Evidence Status

Checklist item 26 - Internal server

The UAE office has no on-site server. Pages 1-3 describe the local arrangement and selected Group controls. Appendices A-B
provide access guidance and an application workbench example; the latter is not a verified inventory of systems used by the UAE
company.

Checklist item 27 - Server room and maintenance

No local server room is maintained. Group policy sets physical access, inspection and maintenance requirements. Actual Group
hosting details and maintenance records are not held in this supporting pack.

Checklist item 32 - IT personnel and support arrangements

IT support is centrally coordinated by Xiamen ITG Group Corp., Ltd. Details of responsible IT personnel, competence, job
descriptions and any outsourced support providers or contracts are managed at that level. ITG RESOURCES FZCO does not
separately hold these materials.

Checklist item 33 - Networking system and service provider details

The UAE office internet service provider is du. Appendix E (pages 18-19) contains the supplied du account overview and profile
screenshots. Internal IT coordination remains at Xiamen ITG Group Corp., Ltd. level; detailed Wi-Fi / LAN topology and
configuration records are not included.

Checklist item 34 - IT hardware and software inventory

IT hardware and software inventory arrangements are centrally coordinated by Xiamen ITG Group Corp., Ltd. ITG RESOURCES
FZCO does not separately hold the corresponding inventory records.

Related item 35 - Antivirus and firewall

The company uses Sangfor EDR for endpoint protection. Appendix D (pages 16-17) includes the internal deployment portal, an
English introduction and a running client screenshot. The client shows a virus database update dated 3 November 2026 and 10
enabled real-time protection items. These screenshots do not constitute software licence or standalone network firewall evidence.

Checklist item 38 - Backup, restore and IT policy

Appendix C includes the Group policy; Articles 39-40 address backup and recovery. System-specific backup schedules, retention
periods, backup success records and restoration-test records are not included.

Central coordination and evidence availability

IT support and inventory arrangements are coordinated by Xiamen ITG Group Corp., Ltd. The UAE office internet provider is
separately identified as du, supported by Appendix E. Further technical and inventory records would need to be coordinated
through the responsible teams.
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Appendix A1 - iGuoMao Login Notice

Original screenshot retained. English guidance appears on pages 1-4.
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Appendix A2 - New Employee Access

Original screenshot retained. English guidance appears on pages 1-4.
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Appendix A3 - Existing Employee Access

Original screenshot retained. English guidance appears on pages 1-4.
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Appendix B - Application Workbench

Original screenshot retained. English guidance appears on pages 1-4.

8 / 19



IT SYSTEMS & INFORMATION SECURITY

ITG RESOURCES FZCO | SUPPORTING DOCUMENTATION

ITG RESOURCES FZCO

Appendix C1 - Group Security Policy

Original screenshot retained. English guidance appears on pages 1-4.

9 / 19



IT SYSTEMS & INFORMATION SECURITY

ITG RESOURCES FZCO | SUPPORTING DOCUMENTATION

ITG RESOURCES FZCO

Appendix C2 - Group Security Policy

Original screenshot retained. English guidance appears on pages 1-4.
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Appendix C3 - Group Security Policy

Original screenshot retained. English guidance appears on pages 1-4.
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Appendix C4 - Group Security Policy

Original screenshot retained. English guidance appears on pages 1-4.

12 / 19



IT SYSTEMS & INFORMATION SECURITY

ITG RESOURCES FZCO | SUPPORTING DOCUMENTATION

ITG RESOURCES FZCO

Appendix C5 - Group Security Policy

Original screenshot retained. English guidance appears on pages 1-4.
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Appendix C6 - Group Security Policy

Original screenshot retained. English guidance appears on pages 1-4.
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Appendix C7 - Group Security Policy

Original screenshot retained. English guidance appears on pages 1-4.
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Appendix D1 - Endpoint Protection

Sangfor EDR (Endpoint Detection and Response)

Endpoint Protection Center

The company identifies Sangfor EDR as the endpoint security software used within its corporate network. It provides antivirus and
endpoint protection functions. The internal portal below provides installation options for Windows, macOS and Linux endpoints.

Deployment notice - English translation

To strengthen endpoint security, Sangfor EDR Endpoint Protection Center is being deployed across endpoints. Please select the
installation method appropriate to your operating system. No further configuration is required after installation. Thank you for your
support and cooperation.

The portal instructions state that the endpoint agent connects automatically to EDR following successful installation. This
screenshot documents the internal deployment arrangement; it does not establish installation status on every device.
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Appendix D2 - Endpoint Security Status

Client interface - English explanation

The supplied client screenshot displays the following status for the pictured endpoint:

Virus database last updated: 3 November 2026.

Protection duration displayed: 88 days.

Today: no scan performed; no risk reported by the interface.

Real-time protection: 10 protection items enabled.

Blocking activity: zero blocked behaviours in the past 30 days.

The navigation includes Security Center, Virus Scan, Vulnerability Protection, Real-time Protection and System Tools. Visible
functions include real-time file protection, ransomware protection, suspicious-software scanning and protection, and advertising
pop-up blocking.

Evidence scope: this is a status snapshot of the pictured endpoint. It supports the presence of an operating endpoint protection
client; it does not demonstrate fleet-wide coverage, software licensing or a separate network firewall configuration.
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Appendix E1 - Office Internet Provider

Internet service provider: du

The company confirms that du provides internet connectivity for its UAE office. The supplied du account portal screenshot is
included below as supporting evidence for checklist item 33 - Networking system and service provider details.

The portal displays account number 6.251136 and the account profile name BINGHUANG CHEN. These details are reproduced as
displayed in the service provider portal.
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Appendix E2 - Service Account Profile

du account profile and company reference

The supplied profile screenshot shows the company registration number DMCC902147 and the company contact email
wuqianqian@itg.com.cn. It supplements the account overview on the preceding page.

The screenshots identify the service provider and account profile. They do not specify the office Wi-Fi / LAN topology, equipment
configuration, connection speed or service contract terms.
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